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Abstract. Secure communication in wireless sensor networks (WSNs) not only 
needs to provide the basic security but also to defend various attacks. The chal-
lenge in providing security in this network is that the securing mechanism must 
be lightweight to make it implementable in resource-constrained nodes. In this 
paper we have devised a link layer protocol for securing unicast communication 
in wireless sensor network (WSN). The protocol (μSec) is developed in TinyOS 
platform which is an event-driven operating system used in WSN for networked 
applications. Our protocol supports the basic security features such as confiden-
tiality, authentication and integrity along with defense against replay attacks. 
We have modified an existing cryptographic algorithm with a target to minim-
ize computational overhead to make it implementable in WSN. A simple,  
counter based defense mechanism is proposed to thwart replay attack. Both 
qualitative and quantitative analyses are performed to measure the efficacy of 
the protocol. The protocol is compared with some of important security proto-
cols developed around TinyOS. We claim that that μSec, in addition to basic 
security, thwarts replay attack with same overhead as in other protocols which 
have considered basic securities only. We further claim that the μSec requires 
10% (avg.) less overhead compared to its competitor which also defends replay 
attack. 

Keywords: Wireless sensor networks, Sensor Network Security, Authentica-
tion, Encryption, Unicast communication. 

1 Introduction 

The advent of efficient short range radio communication and advances in miniaturiza-
tion of computing devices have made possible the development of wireless sensor 
networks (WSNs).  The WSNs have gained popularity due to the fact that they are 
potentially low-cost solutions to a variety of real-world challenges. This network 
consists of a large number of small, battery-powered wireless sensor nodes where the 
nodes are usually equipped with hardware components such as sensing unit, 
processing unit with small memory, transceiver unit, power unit and a small piece of 
software e.g. TinyOS [1]. The TinyOS is an event-driven operating system for net-
worked applications in wireless embedded systems. The WSN also has a base station 
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which is a high-end node compared to sensor nodes and acts as the network’s inter-
face with the outside world. The sensor nodes are responsible for gathering data from 
the environment and send data to the base station. The base station further processes 
the data before transmitting to the outside world. 

WSNs are vulnerable to attacks that are more difficult from being launched in 
wired networks [2]. So, the need of ensuring security while communicating in pres-
ence of such attack is of utmost importance. An attack is defined as an attempt to gain 
unauthorized access to a service, resource, or information to compromise integrity, 
availability, or confidentiality. Replay attack is one such attack where packets are 
captured and replayed into the network by an adversary [3]. Further, one important 
difference of WSNs from other conventional wireless networks is dealing with ex-
treme constrained resources in terms of battery power, bandwidth, processing capabil-
ity and storage. Therefore, in order to consider such resource constraints it is desirable 
for providing reasonable security strength while limiting overhead. Traditional securi-
ty protocols are difficult for implementation in sensor networks as they require more 
powerful resources which a WSN cannot provide. 

Many works have been reported so far that have contributed towards securing 
communication of WSN. A few of them, however, has been developed [4-8] on Ti-
nyOS platform where the security features are added to TinyOS. Authors in [4] pro-
posed TinySec, the first link layer security protocol which actually adds security fea-
ture to the TinyOS environment that lacked the inherent security properties. It covers 
the basic security needs such as message authenticity, integrity, and confidentiality. 
TinySec supports two different security options: authenticated encryption (TinySec-
AE) and authentication only (TinySec-Auth). With authenticated encryption, TinySec 
encrypts the data and authenticates the packet with a MAC. The MAC is computed 
over the encrypted payload and the packet header. In authentication only mode, it 
authenticates the entire packet with a MAC, but the data is not encrypted. Here en-
cryption is done using CBC mode for encryption. TinySec has been implemented in 
testbed using Berkeley sensor nodes and also has been simulated in TOSSIM simula-
tor. But the drawback of the security feature of TinySec is that it is not strong enough 
as it employs a single network-wide key for all the nodes, such that every node in the 
network can impersonate as any other node. Also TinySec does not address any  
explicit attack e.g. replay attack. 

In [5] the authors have developed a security protocol SNEP (Sensor Network En-
cryption Protocol) that provides basic security features such as data confidentiality, 
two-party data authentication, integrity and data freshness. Encryption is done using 
the counter mode (CTR) encryption algorithm. SNEP uses CBC-MAC algorithm over 
the ciphered data for data authentication. It also introduces a shared counter between 
the sender and the receiver which is used as an initialization vector (IV) for the block 
cipher. The receiver and sender updates the shared counter once they have re-
ceived/sent a cipher block. However, since the counter value is not being sent with the 
packet, there might be synchronization problems caused by dropped packets. So a  
re-synchronization protocol may be needed to overcome this problem. 

Authors in [6] have proposed a link layer security framework known as SenSec  
designed for sensor networks that work on Mica2 motes. It uses a hierarchical  
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architecture where nodes are arranged in clusters at each level with the base station at 
the top of the hierarchy. It provides a resilient keying mechanism using three different 
keys such as global key (GK), cluster key (CK) and sensor key (SK) for combating 
node capture attack. Global key is generated by the base station and is present with 
each sensor node. Cluster key is generated by the cluster head that is assigned after 
the cluster formation and is used by the nodes for communication within the cluster. 
Every node shares the sensor key with the base station that is generated by the base 
station based on the id of individual sensor nodes. Although the authors have claimed 
that their scheme is capable of defending node capture attacks but they have not pro-
vided any explanation regarding how the different keys are being used in the various 
network levels for thwarting node capture attacks. Encryption has been done using a 
variant of Skipjack as the block cipher, called Skipjack-X. But using Skipjack-X  
incurs large memory usage, which is undesirable for sensor networks. 

In [7] authors have proposed another link layer security solution named as Secure-
Sense. This protocol provides security services dynamically based on runtime deci-
sions that depend on observed external environments, internal constraints and applica-
tion requirements. SecureSense is able to allocate resources optimally as it takes this 
decision during runtime. This decision is taken by a component known as the security 
broker which is inserted between the packet and radio modules. The task of the broker 
is to intercept the packets arriving from the radio level before passing them to the 
packet level and packets arriving from the packet level before passing them to the 
radio level. The service library invokes further cryptographic measures for fulfilling 
the required operations. For providing authentication SecureSense uses RC5 as the 
block cipher cryptographic algorithm. Though the authors have claimed that their 
scheme can significantly prolong network lifetime with respect to a static security 
model they have not dealt with any attacks that are prevalent in sensor networks. 

Authors in [8] have introduced a new protocol named as MiniSec that provides se-
curity in the network layer for wireless sensor networks. The objective of MiniSec is 
providing confidentiality, data authentication, replay protection and data freshness. 
Confidentiality and data authentication in MiniSec is accomplished by applying OCB 
encryption [9]. Replay protection is done using a counter where the counter value is 
stored both at the sender and receiver ends. The sender sends few bits of the counter 
value with the packet. If the counter value in the packet is greater than the counter 
value stored by the receiver, the receiver accepts the packet else it rejects the same. 
MiniSec works in two modes- MiniSec-U and MiniSec-B. MiniSec-U is used in un-
icast communication while MiniSec-B for broadcast communication. Though Mini-
Sec tries to minimize the energy overhead but it introduces high memory require-
ments in the nodes as it employs Skipjack, which requires large memory usage and 
also greater computation time for encryption and decryption. 

In this paper an attempt has been made to design a secure link layer protocol μSec 
(MicroSec) for WSN, with relatively lower overhead compared to its competitors [4-
8]. We have considered providing the basic security features such as confidentiality, 
integrity and authentication using μSec -Unicast protocol (μSec-U) as well as tried to 
achieve low energy consumptions keeping in mind the resource constraints of sensor 
nodes. The μSec-U has been developed for mica2 motes.  
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The rest of the paper is organized as follows. In section 2 the problem definition 
including the system model and the security properties considered here are described. 
The proposed securing scheme including its design and supporting algorithms is pre-
sented in section 3. Performance of the scheme is reported based on comparative qua-
litative analysis and simulation results. Concluding remarks and future scope are 
stated in section 5. 

2 Problem Definition 

2.1 System Model 

The system model in the present work considers flat architecture. In this architecture 
the mode of communication between the nodes is unicast. We have considered mote 
class attackers where the adversaries are assumed to own same resources as ordinary 
sensor nodes. Further, we have not considered providing security services to the base 
station as it is highly powerful and have large amount of resources. 

All the nodes are pre-deployed with a 128 bit key and a counter which is initialized 
to zero. Symmetric key cryptography is employed between the two nodes that com-
municate between themselves. The 128 bit key is used for encrypting/decrypting the 
message at the sender/receiver end while the counter value is used to detect the  
presence of replay attack. 

2.2 Desired Security Properties 

2.2.1 Confidentiality 
Confidentiality [10] is defined as the property where the transmitted message must 
make sense only to the intended receiver. To all others, the message is to be consi-
dered as garbage and that will prevent other parties from discovering the plaintext. 
Confidentiality is typically achieved by encrypting the plaintext and sending the ci-
pher text to the receiver. 

TinySec uses CBC-encryption [11], while SNEP employs counter with CBC-MAC 
(CCM) encryption algorithm [12]. MiniSec provides confidentiality using OCB-
encryption [9] with a non-repeating counter. We have compared several competing 
encryption schemes and selected the “Tiny Encryption Algorithm” (TEA) for opti-
mum memory and CPU cycle count requirements. The justification of selecting TEA 
as encryption algorithm is established in section 4.1 through analysis and comparison 
of the other competing schemes. 

2.2.2 Integrity and Authentication 
Message integrity [13] means that data must arrive at the receiver exactly as they 
were sent. There must not be any change during the transmission, neither accidentally 
or maliciously. However, if such change has been found then the packet must be re-
jected by the receiver. 
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Authentication is a service beyond message integrity. Here the receiver needs to be 
sure of the sender’s identity and that an imposter has not sent the message. So it em-
powers legitimate nodes for verifying whether a message indeed originated from 
another legitimate node (i.e., a node with which it shares a secret key) and was un-
changed during transmission. As a result, illegitimate nodes should not be able to 
participate in the network, either by injecting their own messages or by modifying 
legitimate messages. 

Typically, authentication and integrity are achieved by computing a message-
authentication code (MAC). The MAC is generated by applying hash function over 
the payload and it is sent as part of the packet. Upon reception, the packet is consi-
dered as valid if the receiver once again computes the MAC and it matches with the 
received MAC.  

2.2.3 Replay Protection 
It is an attack in which a valid data transmission is maliciously or fraudulently re-
peated [14]. TinySec is not resilient to such an attack. Minisec provides a counter 
based approach to prevent this attack. Our scheme improvises on a similar approach 
but it takes less memory and time requirement than that of Minisec. 

3 Proposed Securing Scheme (μSec-U) 

TinyOS [1] is an event driven operating system running on Mica2 motes. It does not 
provide any security primitives. We have developed μSec (Microsec), a protocol 
which not only gives basic security solutions but also prevents replay attack and 
enables secure, unicast communication. 

3.1 μSec-U Design 

In this section we describe the mechanism of securing unicast communication of the 
proposed scheme. Before describing the communication mechanism we present the 
protocol stack and packet format used for the scheme.  

3.1.1 Protocol Stack 
Figure 1 shows the mapping of OSI layer protocol stack with the protocol stack of 
TinyOS. The functionalities [6] provided by the physical layer of the OSI model are 
done by the Radio layer in TinyOS. The data link layer of OSI is the packet and mes-
saging layers in TinyOS. Similarly the middleware layer in TinyOS constitutes the 
network and transport layers in OSI. The work done by the session, presentation and 
application layers of OSI is done by the application layer in TinyOS. Generic com-
munication interfaces is provided to the upper AM layer by TinyOS and it also uses 
the radio interfaces. We propose μSec-U to work in between packet and messaging 
layers of the TinyOS protocol stack. To be more specific μSec-U takes input from 
messaging layer, applies security measures and sends it for packet layer. Security 
services are provided in parallel to radio communication so that no additional delay is 
incurred. 
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Fig. 1. OSI vs. TinyOS protocol stack showing μSec-U 

3.1.2 Packet Format 
The packet format for TinyOS, TinySec, MiniSec and μSec-U are shown in Figure 2.  
The size of each attribute is denoted in bytes. The μSec-U packet is built upon the 
TinyOS packet with some modifications. The attributes in packet format that are 
shared by μSec-U with TinyOS are: Destination address, type and length.  
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The attribute length is used for specifying the length of the payload. The attribute 
‘type’, however, is used for future extension of our scheme for securing broadcast 
communication. The attribute that is changed from TinyOS is the CRC field. The 
CRC field is replaced by MDC (Modification Detection Code) while an additional 1 
byte counter field is added to the μSec-U packet. The attribute counter is used for 
replay attack detection and the attribute MDC is used for checking message integrity. 

3.1.3 Encryption 
We have modified Tiny Encryption Algorithm (TEA) and proposed modified TEA 
(mTEA). The μSec-U uses mTEA algorithm as the block cipher that performs neces-
sary encryption and decryption on each of the 64 bit blocks of the payload at the 
sender/receiver end respectively.  

Brief on TEA: Tiny Encryption Algorithm (TEA) [15] has 64 rounds of simple arith-
metic and logic processes comprising of shifts, additions and XORs. It uses 128-bit 
key (K) and 64-bit block size. The 128-bit key (K) is split into four 32-bit blocks or 
sub-keys K[0], K[1], K[2], K[3]. The sub-keys K[0] & K[1] are used in one of the 
rounds (odd round) and K[2] & K[3] are used in the other round (even round).  The 
inputs to the encryption algorithm are a 2-tuple (plaintext block, key) data. Each block 
of data is divided into two halves. Encryption is performed on these two halves of 
each data block for 64 rounds by both left and right shifting of bits causing all bits of 
data as well as key to be mixed repeatedly. After the completion of 64 rounds, the 
encrypted cipher text is generated and is sent to the receiver. Similarly at the receiver 
end, decryption is performed that involves the same procedure as in encryption with 
the difference being only in the use of the sub-keys in reverse order. 

The function part of TEA algorithm that comprises of shifting, addition and xoring 
operations is denoted as- 

 f(M, K[j, k], ∂[i])=((M<<4)+K[j]) ⊕ (M+∂[i]) ⊕ ((M>>5)+K[k]) 

where M is the message, K[j, k] denotes the jth and kth sub-keys, i is the round number 
and δ is the golden number [14] defined as- ( ) 315 1 2− . 

Proposed modification of TEA (mTEA): The modification of the TEA algorithm has 
been done in the function part by including number of rounds (N) as part of the func-
tion. Further, 64 rounds involve enormous computations that are neither desirable for 
resource constrained sensor nodes nor essential for most of the WSN applications that 
require short lifetime. So security level has been made adaptable by changing N as per 
the need. The function part of mTEA is denoted as- 

 f(M, K[j, k], ∂[i])=((M<<4)+K[j]) ⊕ (M+∂[i]) ⊕ ((M>>5)+K[k])<<N 

3.1.4 Hashing 
Hashing has been done for providing authentication and integrity to the message be-
ing sent from the sender to the receiver. The process of hashing has been implemented 
in μSec-U in two steps: 
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• Use compression function to produce fixed length compressed outputs 
• Generate Modification Detection Code (MDC) or unkeyed hash function from 

Substitution box (S-box) 

Table 1. Substitution box 

I/P Range of Compression Function Hash Value 
Value : 0x00 – 0x1f Value | Value | Value | Value 

Value : 0x20 – 0x3f Value | ~Value | Value | ~Value 
Value : 0x40 – 0x5f ~Value | Value | ~Value | Value 
Value : 0x60 – 0x7f Value | Value | ~Value | ~Value 
Value : 0x80 – 0x9f ~Value | ~Value | Value | Value 
Value : 0xa0 – 0xbf Value | Value | Value | ~Value 
Value : 0xc0 – 0xdf ~Value | Value | Value | Value 
Value : 0xe0 – 0xff ~Value | ~Value | ~Value | ~Value 

The first step of hashing involves the compression operation where the inputs are 
the least significant 8 bits of the encrypted output from each block. Each of the inputs 
is compressed to produce 2 bits as output and stored in a temporary buffer. The com-
pression is done using modulo 4 operation. After all the blocks undergo compression 
operation, the results are appended to form the output comprising of 2t bits consider-
ing t data blocks. Once the compression is done, in the next step, MDC (Fig 4: μSec-
U packet format) is generated and is transmitted along with the encrypted payload. To 
generate MDC, concept of S-box [16] has been used as it obscures the relationship 
between the key and the ciphertext. The output of 2t bits obtained after compression is 
considered as inputs to the S-box (Table 1: Substitution box). The corresponding in-
put is matched with the inputs in the S-box to obtain the output consisting of 4 bytes. 

3.2 Transmission 

Once the encryption and hashing are completed, the encrypted payload and MDC are 
ready for preparing the packet for transmission except the value of counter. All nodes 
maintain individual counter values for each of its neighbouring nodes. To start with, 
the counter values maintained by all the nodes are initialized to zero. When a node 
(sender) starts transmission with another node (receiver), the sender increases its 
counter (corresponding to the receiver node) value by one. Similar to MiniSec-U, it 
also uses the concept of LB (Last Bits) optimization where instead of sending the 
entire counter bits (the size of the counter is 4 bits) only the last 8 bits of the counter 
are sent with each packet. After completion of 8 rounds the hash result of all blocks, 
encryption result and the LB bit of the counter are appended together to form the 7-
tuple packet containing destination address, type, length, source address, encrypted 
payload, counter and MDC which is to be sent to the receiver/ destination.  
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3.3 Reception 

At the receiving end, the receiver checks the destination address (μSec-U packet: 
Figure 2) of the received packet for verifying whether the packet is destined for the 
receiver.  

3.3.1 Replay Attack Detection 
The receiver compares the counter value in the 7-tuple packet with the counter value 
stored (section 3.2) by it. If both the counter values match then it can be confirmed 
that no replay attack has taken place and the packet is accepted. Once the packet is 
accepted the receiver increments the counter value by one. 

3.3.2 Confidentiality Check 
If there is no replay attack, the payload is split into blocks each of 64 bits and on each 
block mTEA algorithm is run for decrypting the data in each block for 8 rounds. If it 
is successfully decrypted, confidentiality is ensured. 

3.3.3 Integrity Check 
Once the blocks are decrypted the hash function is employed on each of the 64 bit 
decrypted blocks. The hash results of all the blocks are concatenated and if this hash 
result matches with MDC of the received packet then integrity is preserved. 

3.4 Algorithm for μSec-U 

The μSec-U algorithm for unicast communication is presented in two parts- one is run 
in a sender node and the other in a receiver node. 

3.4.1 Sender 
The following algorithm is running at sender side.  
Input: Message X to be transmitted from node s to a node r. 
Output: 7-tuple packet ready for transmission 
Begin 
1. apply unambiguous padding on X              
2. obtain X'   // formatted message- jX X ||1|| 0′ = , where j is the smallest positive integer such 

that ( )L j 1 mod64+ ≡ −   

3. split X' into t blocks each of 64 bits   // 0 1 2 t 1X x x x ...x −′ =  

4. initialize H, E(X') to φ  // H and E(X') store the hash value and encrypted m sage respectively 

5. for (i=0; i≤t-1; i++)    
6.  for (j=0; j≤7; j++)      // 8-round encryption start  

7.   run mTEA on each block j
iX′   //  for ensuring confidentiality 

8.  end for 
9.  obtain E(X'i)        // obtain encrypted ith block of  X'  
10.  compute E(X')=E(X') || E(X'i)   // form encrypted payload 
11.  compute Hi=(Extract LSB E(X'i)) mod 4 
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12.  compute H=H || Hi 

13. end for 
14. search S-box to find out the matched value for H 
15. obtain search_result 
16. compute MDC=search_result 
17. generate 7-tuple packet   // attributes of the packet are destination address, type, length, 

source address, E(X'), r
scounter , MDC 

18. increase value of r
scounter  by one  

19. send 7-tuple packet to receiver 
End 

3.4.2 Receiver 
Input: 7-tuple packet from sender/transmitter node 
Output: Detection of replay attack and checking of basic securities 
Begin 
1. receive 7-tuple packet from sender 
2. check packet header i.e. destination address // verify whether the packet is for the  

intended receiver 

3. retrieve r
scounter  value from the packet 

4. if ( r
scounter value in the packet = r

scounter value stored in the receiver) // check for  

                     replay attack 
5.  accept packet 

6.  increase r
scounter  value by one 

7. else 
8.  reject packet 
9. exit 
10. obtain encrypted payload ( )E X′ from the packet 

11. split the payload ( )E X′ into t blocks each of 64 bits  // 0 1 2 t 1X x x x ...x −′ =   

12. initialize D(X') and H to φ     // H and D(X') are to store the hash value and decrypted  

           message respectively 

13. for (i=0; i≤t-1; i++)    
14.  for (j=0; j≤7; j++) 

15.   run mTEA on each block j
iX′   // for confidentiality check                                      

16.  end for                                                         
17.  obtain D(X'i)        // obtain decrypted ith block of  X'  

18.  compute Hi =( Extract LSB D(X'i)) mod 4 
19.  compute H=H || Hi 
20. end for 
21. search S-box to find out the matched value for H 
22. obtain search_result 
23. compute MDC = search_result 
24. if (computed MDC = MDC in the packet) // integrity and authenticity check 
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25.  accept packet 
26. else 
27.  reject packet 
28. end if 
End 

4 Performance Analysis 

The effectiveness of the proposed scheme for securing unicast communication re-
ported in the earlier section is evaluated both by qualitative and quantitative analyses. 

4.1 Qualitative Analysis 

In this section primarily justification of selecting mTEA over other existing algo-
rithms for encryption/ decryption is provided through qualitative analysis based on 
their memory requirements, CPU cycle count and average throughput to code size 
ratio.  

4.1.1 mTEA vs. Its Competitors 

Memory requirements 
The cryptographic algorithm mTEA used in μSec-U has been compared with other 
existing cryptographic algorithms such as modified DES (mDES) [10], Skipjack [8], 
XTEA [10]. The memory usages in Figure 3 clearly reflect that mTEA outperforms 
all the other cryptographic algorithms with respect to total memory requirements.  
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Fig. 3. Memory requirements for different ciphering schemes 

CPU cycle count 
The CPU cycle time requirement gives a measure of computational complexity and 
energy consumption. The amount of energy consumed is directly related to the CPU 
cycle time. Considering the amount of energy consumed per CPU cycle is fixed, 
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energy consumption is measured in terms of number of CPU cycles required for ex-
ecuting per data block of plaintext/ciphertext processed. The CPU cycle time required 
for encryption and decryption of various algorithms is shown in Figure 4. We observe 
from the figure that encryption and decryption cycle counts are minimum for mTEA 
thus ensuring that energy consumed is also least. 
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Fig. 5. Ratio of Average Throughput (bits/sec) to Code Size 

Average throughput to code size ratio 
We have also used the ratio of average throughput to the code size in logarithmic 
scale as a parameter for comparison. The ratio is calculated as- 

  10
AverageThroughput

10 log
CodeSize

 
×  

 
. 

As throughput is defined as the number of bits processed per second by an algorithm, 
it influences the performance of the algorithm. The ratio described above can be re-
garded as the figure of merit for the encryption/decryption algorithm. The value of 
this ratio for the different ciphering schemes is shown in Figure 5. 
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4.1.2 Overhead Comparison 
Table 2 gives a comparison of μSec-U with TinyOS, TinySec and TinySec (AE). The 
comparison table illustrates that μSec-U outperforms all the other protocols in terms 
of security overhead. As all the schemes have evolved from the basic TinyOS scheme, 
the last two columns in the table are the illustration of how much increase in overhead 
over TinyOS has taken place in all the schemes with respect to packet size and band-
width respectively. In packet overhead calculation we have used the term byte time, 
which is the time taken to transmit a single byte of data over the radio [4]. Also a 28-
byte start symbol and a 4-byte synchronization message are also introduced as an 
extra overhead. 

Table 2. Comparison of packet overhead 

Scheme Payload 
size 

(Bytes) 

Packet overhead 
(Bytes) 

Total 
Size 

(Bytes) 

Transmis-
sion time 

(ms) 

Size  
increasing 

over  
TinyOS 

(%) 

BW  
overhead 

over  
TinyOS 

(%) 

Header 
overhead 

Security
overhead

TinyOS 24 39 - 63 26.2 - - 
TinySec 24 38 2 64 26.7 1.58 1.7 

TinySec(AE) 24 40 4 68 28.8 7.9 7.3 
SenSec 24 40 4 68 28.8(e) 7.9 7.3 
Minisec 24 47 3 74 31.3(e) 17.38 16.9 
μSec-U 24 40 4 68 28.8(e) 7.9 7.3 

4.2 Quantitative Analysis 

In this section simulation results are presented. 

4.2.1 Simulation Environment 
Simulation of μSec-U is performed using TOSSIM (version 1.0), which is a discrete 
event simulator for WSN having nodes supporting TinyOS. In simulation the key has 
been randomly assigned, with every node having a unique key. We consider radio 
model as “simple” which is implemented in TOSSIM for testing single-hop algo-
rithms. TOSSIM does not provide any power/energy consumption model. We assume 
the random model of ADC [17] where whenever sampling takes place it returns a 10-
bit random value. Further, TOSSIM models EEPROM by means of a large, memory 
mapped file which is anonymous and is not available at the end of current session. 
However, we have used a name file which allows the EEPROM data to persist across 
multiple simulation invocations. 
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Table 3. Simulation Parameters and values 

Parameters Value 
Number of nodes 5 

Radio propagation speed 3×108 meters/s 
Radio speed 19.2 Kbps 
Payload size 24 bytes 

CPU clock speed 8 MHz 

 
We implemented μSec-U in nesC code [18], the programming language used for 

TinyOS. The relevant parameters used for simulation and their associated values are 
listed in Table 3. 

4.2.2 Simulation Metric 
As energy consumption by a node is greatly influenced by the time taken for crypto-
graphic computations, we have analyzed the cryptographic computation time in a 
node. The cryptographic computation time considers the time required for encryption 
/decryption at the sender/receiver. 

4.2.3 Simulation Results 
We have simulated our proposed μSec-U scheme using TOSSIM for determining the 
efficiency of the ciphering algorithm employed in the scheme as well as for evaluating 
the authentication/integrity and replay attack protection mechanism used in the same. 
For these experiments, a network consisting of 5 sensor nodes are used for accurately 
determining the details of communication. The simulation is performed at a scale of 
0.5 times the real speed in order to study the message exchange between the nodes. We 
have run the simulation 10 times and each time results are collected from one random-
ly chosen node. Finally, we have taken the average of the results and plotted. 
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Fig. 6. Cryptographic computation time 
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Time required for cryptographic computations for encryption and decryption are 
plotted in Figure 6. Our primary observation is that as the number of packets increases 
the cryptographic computation time required for both encryption and decryption in-
creases. To be more specific if number of packets is 10, cryptographic computation 
time required for encryption is 2.5 μs whereas for decryption it is 10 μs. Also if num-
ber of packet is 100, cryptographic computation time required for encryption is 21 μs 
and same for decryption is 160 μs. This is due to the fact that as the number of pack-
ets increases the time required for cryptographic computation also increases. Also it is 
observed that cryptographic computation time required for decryption is more than 
that for encryption. This is because during decryption more number of constraints are 
involved such as checking the packet header and retrieving the counter value from the 
received packet before doing the actual decryption process. 

4.2.4 Comparative Study 
Further, we compare μSec-U with TinySec based on the parameter cryptographic 
computation time for encryption and decryption. 

Figure 7(a) shows that with number of packets up to 50, time required for encryption 
of the packet in μSec-U is nearly same as that of TinySec. But when the number of pack-
ets increases beyond 50, the time required in μSec-U is lesser than TinySec by about 
18%. However, we observe that computation time required for decryption (Figure 7(b)) 
is about 11% more in case of μSec-U than TinySec. This is due to the constraints in-
volved in counter value checking at the time of reception. This small overhead is afford-
able for getting replay attack protection which is not provided by TinySec. 
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Fig. 7. Time required for cryptographic computations 

5 Conclusion and Future Works 

The proposed securing protocol μSec-U offers defense against replay attack in addi-
tion to provide fundamental security features for unicast communication. During the 
protocol design emphasis is given such that it meets both the desired requirements of 
keeping it lightweight in presence of resource-constrained nodes while achieving 
high-level security features. It uses lightweight cryptographic algorithm requiring less 
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overhead in terms of computations and energy consumption. The μSec-U has been 
simulated in TOSSIM simulator, the simulator used for simulating protocols based on 
TinyOS. A detailed comparative analysis is performed where it is shown that our 
scheme requires significantly less overhead than its competitor scheme while both the 
schemes defend replay attack in addition to providing basic securities. To make our 
solution a complete one, as a future extension, the scheme may be extended for secur-
ing broadcast communication. 
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